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Part One – Church Personnel Defined 
 

As outlined in For Sake of God’s Children, the following are included in the definition of 

Church Personnel.  

 

The Bishop and all who share in his ministry:  

 Priests incardinated in the Diocese of Wilmington. 

 Priests who are members of Religious communities (e.g. Oblates, Franciscans, 

Jesuits, etc.) assigned to the Diocese.  

 Priests of other jurisdictions who minister within the Diocese; retired priests, or 

others who have been granted canonical faculties for part-time or supply 

ministry.  

 Deacons incardinated in this Diocese; permanent deacons with canonical 

faculties to function in this Diocese and those retired and living in the Diocese. 

 Seminarians, those enrolled in the Permanent Diaconate Formation Program, 

and those in the formation programs of religious congregations. 

 Men and Women Religious working and living in the Diocese, its parishes, schools 

or agencies, living in the Diocese of Wilmington and working elsewhere, retired 

and living in the Diocese of Wilmington, living in the Diocese but working 

elsewhere.  

 All paid personnel whether employed in areas of ministry or other kinds of 

services provided by the Diocese, its parishes, schools or other agencies.  

 All volunteers. This includes any person who enters into or offers himself/herself for 

a Church-related service. 

 

Finding Yourself in this Document 

 

The list above is comprehensive and you may look at this document in its entirety and 

be overwhelmed. While church personnel are responsible for the information contain in 

this document in its entirety, you may find the following parts more specific to the 

ministry in which you serve.  

 

Your Role as Church Personnel See Part 

Pastors 2, 4, 5, 7, 8 

Deacons, Seminarians, Priests, and Men and Women 

Religious in Ministry in the Diocese of Wilmington 
2, 4, 5, 7 

Principals, Faculty, Staff of Catholic Schools 2, 3, 4, 5, 6. 7. 8 

CYMs, CREs, DREs 2, 3, 4, 5, 7 

Diocesan and Parish Staff 2, 4, 5, 7 

Volunteers 3, 4, 5, 7 

 

Parts One, Nine, and Ten are general in nature and all church personnel are 

encouraged to be familiar with each.
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Part Two – Technology-Related Standards of Conduct 
 

Policy Education and Agreement 

 

Church personnel are committed to life-long learning. This continued education must 

include technology. As technology and means of communication continue to evolve, it 

is the responsibility of church personnel to keep pace with the latest tools and threats 

brought about by this evolution. 

 

Adults may be terminated from paid or volunteer positions should their online activities 

reveal behaviors that are inconsistent with civil law and/or the teachings of the 

Catholic Church. 

 

All church personnel will sign an annual agreement stating that they have read and 

agree to the terms and conditions in the technology policy.  

 

Supervision and Personal Responsibility  

 

Church personnel are expected to act responsibly and thoughtfully when it comes to 

using technology.  Since technology is a finite, shared resource church personnel are 

expected to be respectful of other users and to limit the amount of space and 

memory occupied on computers and on shared networks.   

 

Use of Technology as a Privilege 

 

The use of all employer-owned technology and the use of a personally owned 

technology devices on diocesan, parish, or school grounds or at employer-

sponsored events is a privilege not a right. This privilege comes with personal 

responsibilities and a technology user who violates the responsible use, may have his 

or her privileges revoked and/or suspended. 

 

Who Can Use Technology? 

 

Only church personnel are permitted to use employer-owned technology resources, 

unless prior approval is obtained from an appropriate supervisor. 

 

Personal use of employer-owned technology is permissible only with the expressed 

permission of a supervisor. Church personnel bear the burden of responsibility to 

inquire with the IT Department (in the case of schools) or other legitimate authority 

when they are unsure of the permissibility of a particular use of technology prior to 

engaging in the use.  

 

Who is Considered Legitimate Authority? 

 

Legitimate Authority is defined as a school, parish, or diocesan employee with the 

authority to grant explicit permission for specific actions. 
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Privacy 

 

The employer reserves the right to monitor and track all behaviors and interactions 

that take place online or through the use of technology on employer property or at 

employer-related events. This includes emails and document or image files. The 

employer reserves the right to investigate any reports of inappropriate actions related 

to any technology used while serving as church personnel.  

 

Church personnel have a limited expectation of privacy when using their own 

technology on diocesan, parish, and school property, as long as no activity violates 

policy, law and/or compromises the safety and well being of participants. 

 

Purposes and Expectations of Use for Technology 

 

The use of all employer-owned technologies is limited to ministry purposes. 

 

Ministry purposes include classroom activities, career development, youth ministry and 

religious education programs, events, activities, and communication with experts (i.e., 

webinars, etc.) 
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Part Three – Parental Permission 
 

Obtaining Parental Permission 

 

Permission of the parent or guardian must be obtained, in writing, in order for an adult 

leader to communicate with minors electronically. Suggested language, as found in 

FSGC Form A is below: 

 

Providing email address and cell number grants permission for electronic 

communication from [name of school, parish, group leader, etc.] to this young 

person in regards to all events and activities, in accord with diocesan guidelines. 

 

In order to protect the privacy of young people, permission must also be obtained 

annually, in writing, from the parent or guardian before sharing/posting pictures or 

videos of minors, using language similar to that found in FSGC Form A. 

 

I understand that promotional pictures (individual and group) may be taken 

during officially sanctioned events. I give permission for my son’s/daughter’s 

picture to be used for promotional materials (newsletter, web page, calendars, 

power point, etc.) in highlighting the event. I understand, however, that the 

above named parish/institution has no control over the use of photograph or film 

taken by media or private vendors that may be covering events.  

 

Parental permission must also be obtained annually, in writing, before sharing email, 

telephone numbers, or other contact information with other minors or adults who are 

part of the class, group or organization (i.e., in the case of a parish Confirmation class, 

or retreat experience, for instance). 

 

I understand and give permission for the sharing of my son’s/daughter’s contact 

information with other participants or attendees. 

 

In most cases, parental permission can be obtained once for a school or program year 

during an annual collection of registration/permission forms.  

It is advised that when information is collected, a welcome communication is sent to all 

newly registered young people to initially establish the electronic communication. Such 

a message should be in compliance with all AUPs as outlined in this document. 
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Part Four – Personally Owned Devices 
 

Personal Technology Device Defined (PTD) 

 

Personally-owned technology devices include, but are not limited to, cellular phones, 

BlackBerrys, pagers, beepers, gaming devices, headsets, tablet PCs, mobile presenters, 

wireless tablets, digital audio and video recorders, Palms, Sidekicks, iPods, Kindles, iPads, 

MP3 players, texting calculators, camera video phones, digital cameras or laptops. 

 

Acceptable Use of Personal Technology Devices (PTD) 

 

Those who work with young people in parishes and schools have a specific duty to be 

aware of the role they play in providing a safe environment for young people. 

 

While the use of personally-owned technology devices (PTD) is limited to those times 

when church personnel are not actively engaged in the supervision of young people. 

Such times are rare. 

 

For example, in a school setting, a teacher could use a personal cell phone 

when on lunch break in a faculty room, but not while walking down the hall 

leading young people or while monitoring lunchroom or recess activities.  

 

A youth minister or catechist could use a personal cell phone before young 

people arrive for an event, but once young people are present, his/her role is to 

supervise the young people. 

 

The use of a PTD is permissible in cases of emergency (as directed by emergency 

personnel) or when used as part of an activity or event (i.e., a teacher on a field trip 

needs to call another chaperone or the bus driver; or a youth minister on a retreat 

needs to connect with the parish or another group leader, etc.) 

 

Downloading with PTDs 

 

Personally owned windows-based computers must have up to date antivirus 

software installed. Apple computers must have the feature “Open ‘safe’ files after 

downloading” unchecked in the browser preferences. 

 

Church personnel may not download any sound or video files onto their personally 

owned technological devices through the parish’s technology, except when legally 

used for educational purposes.  
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PTDs and Inappropriate Conduct 

 

The content of any PTD can be reviewed by a designated school, parish, or diocesan 

official as part of any investigation of policy violation or other suspected inappropriate, 

immoral and/or illegal use. If an illegal act is discovered, local law enforcement officials 

may be contacted. The Catholic Diocese of Wilmington and its parishes and 

organizations are not responsible for any harm to PTDs, including but not limited to the 

loss, theft, damage, or destruction of PTDs or any contents therein. 

 

Confiscating and/or Searching PTDs Belonging to Minors 

 

There will be times when church personnel are made aware of materials or information 

on a young person’s cell phone that is offensive, illegal, or immoral. 

 

The question of whether a cell phone can be searched is more problematic. If a cell 

phone is found on the floor and its ownership is unclear, a quick scroll though the phone 

to locate the phone’s owner is appropriate. Searching the phone to read texts, emails, 

or view pictures of that same phone is inappropriate. 

 

To that end, any search of a phone should only occur if the phone is suspected to 

contain materials that pose a threat to the welfare of the student population. Materials 

on a cell phone that might pose a threat to the welfare of the student population could 

include evidence of textual harassment; inappropriate pictures or videos involving 

nudity, drugs, weapons, or other contraband; or even web history files that indicate the 

student was visiting a bomb-making or anti-government web site. 

 

Probable cause dictates that there must be credible information that such materials 

exist before the phone is searched. For the protection of the student and church 

personnel, any search should be done in consultation and, if possible, in the presence 

of, the parents of the young person. 
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Part Five – Acceptable Use of Internet and Electronic Communication 
 

All church personnel, regardless of the role they play in ministering to the faithful, are 

bound by the following Acceptable Use Policies.  

Overview 

 

 In all interactions with minors via the Internet, church personnel should model 

and inform healthy relationships between adults and young people. Establishing 

and adhering to healthy boundaries provides a model that helps young people 

more quickly recognize when an adult on the Internet engages in behavior that 

is divergent and report it to their parent and/or other trusted adults.  

 It is not the role of church personnel to patrol the Internet for the young people 

to whom they minister. While a young person should have no expectation that 

statements made online are private, it is the parent’s role to monitor their minor’s 

behavior, not church personnel. Those who work with minors on behalf of the 

church should never usurp the role of the parent. Intentionally monitoring and 

probing where minors have shared their intimate thoughts not only violates their 

privacy but also calls into question the boundaries of the minister engaging in 

such searches. 

 Church personnel should never consider electronic communication (emails, 

social networking sites, text message, etc.) to be private.  

 

 Electronic communication should not be used to address/discuss confidential 

matters. Rather, such matters are to be discussed in a face-to-face meeting, 

which is more appropriate and professional.  

 

 Church personnel should take time to review Internet safety with minors in their 

classes, groups, organizations, etc., especially if they are utilizing web-based 

technology to enhance outreach to the minors with whom they work. 

 

 Parental permission must be obtained as outlined in Part Three of this document. 

 

AUP: Email 

 

Church personnel inherently have the greater power in relationships with young people 

and therefore, are responsible for maintaining appropriate boundaries. 

 

 Protect the privacy of others by using the “blind carbon copy” (BCC) protocol 

when sending to more than one recipient.  

 

 Use an email account on a computer that is protected by anti-virus software.  

 

 Maintain a separate email address for professional communications and 

personal communication.  
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 Do not communicate with minors using your personal email address.  

 

 Do not access personal email communication using an employer-owned device, 

while serving as church personnel unless permission to do so has been granted. 

 

 Be professional. Use proper spelling, grammar and punctuation; your electronic 

communication should be professional and clearly worded.  

 

 Exercise discretion when using “Reply All” feature even if others in the 

communication thread have done so.  

 

 Avoid sharing a minor’s email address with other members of a group without 

prior permission of parents or guardians.  

 

 It is advisable to save copies (either printed or electronically) of all 

communications with minors for a period of one year. 

 

 Report any violation of this policy to the appropriate supervisor. 

 

AUP: Internet Video Software  

 

Internet Video Software (i.e., Skype) allows users to connect via the Internet on 

computers, mobile phones, and other technological devices. Since there are 

educational benefits to utilizing this technology appropriately, church personnel may 

communicate with minors using video chatting.  

 

If the minor is engaged in a video chat session that is private (i.e. participating in class 

from home due to injury or illness), care should be taken to make sure that the 

parent/guardian gives permission and that another adult supervises the interaction by 

either being present with the minor or the adult leader during the chat (i.e., in the same 

room or nearby). 

 

AUP: Text Messaging (SMS) 

 

When using Mobile Text Data (Texting) & Short Messaging Service (SMS), Church 

Personnel must: 

 

 Protect the privacy of others by not sharing access to your database. Set 

boundaries as to when you are available and who may contact you.  

 

 Discuss appropriate content with those given permission to contact you in this 

manner.  

 

 Use mass-texting services when available (i.e., bloove.com, group2call.com, 

flocknotes.com, clearSMS.com, and gismoSMS.com). 
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 Avoid one-on-one text messaging conversations.  

 

 Know when not to respond to a text message (content is inappropriate).  

 

 Know when to inform the parents about inappropriate behavior.  

 

AUP: Blogs and Microblogs  

 

Blogs are web logs, which are public and can be accessed by anyone. Blogs are used 

to share information, educate, or express opinions.  

 

Microblogs accomplish the same goal but restrict the size of the post (i.e., Twitter, which 

limits posts to 140 characters). 

 

 Those who wish to publish and utilize a blog for an educational or ministerial 

purpose should make their pastor, principal or supervisor aware of the blog and 

make contents easily accessible. 

 

 Blogs used for educational or ministerial purposes should be conducted in a 

professional manner and the content should reflect the purpose. 

 

 It is recommended that the blog be set up so that comments are not posted until 

they are reviewed and approved by the owner of the blog. The practice 

prevents inappropriate and hurtful comments from being posted (i.e. bullying). 

 

 Personal blogs should not be shared with minors. 

 

AUP: Facebook and Social Media 

 

As adult leaders in ministry, we must marry the reality of safe environments to the 

understanding that ministry with young people calls us to meet the young people on 

their terms. One of the "places" young people can be found is on the social networking 

site Facebook®; another is virtual communities like Webkinz™™ or Second Life. 

 

The use of Facebook® in ministry is not prohibited in the Diocese of Wilmington but 

should be used with an abundance of caution. Because Facebook® is used by millions 

of people, young people who are on the site run the risk of being exposed to 

inappropriate language, behaviors that are antithetical to what we value, and even 

other users who wish to do harm to young people. Therefore Facebook® should never 

be the primary means of communication with young people.  

 

Interaction with minors on MySpace™ is prohibited because of the lack of privacy 

protections inherent to this site. 

 

 The pastor, administrator or immediate supervisor must give permission for an 

employee or volunteer to establish a social networking site related to the parish, 

school or organization. 
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 Parishes and Schools must comply with Facebook® policies age restrictions. 

Therefore, Facebook® must not be used to communicate with minors under the 

age of 13, even if those minors have fraudulently created an account. 

 

 Anyone who uses social media tools should know how to operate privacy 

settings and how to audit their privacy settings. 

 

 Church personnel who are members of Facebook® may be “fans” of groups 

that also includes young people (i.e., a popular music group, for instance) but 

must never use that membership to search for information about young people 

or otherwise keep tabs on young people. 

 

 School or parishes that utilize Facebook® may never use the site to "Friend" 

anyone - adult or a young person. Instead use Fan, Group, or Business Pages.  

This provides a virtual billboard where details of a school or parish's events can 

be listed.  

 

 Adult leaders who use social networking sites, such as Facebook®, to 

communicate with minors about their ministry must use a page registered in the 

name of the parish, school, or diocese.  

 

 Adult leaders should take precautions to guard the privacy of any one who has 

access to the page. The highest privacy settings must be used. In addition, adults 

should encourage minors who join the online community to set their privacy 

settings at the highest levels. 

 

 Social networking sites, if used, should be one of many resources available to 

young people or parents. There should always be other ways for information to 

be shared (Sunday bulletins, parish or school web pages, email campaigns, etc.) 

Keep in mind that there are young people who are not on Facebook® and still 

should be included in regular communication.  

 

 Only site administrators should post to Facebook®.  

 

 Pictures of young people or events should only be posted online if those in the 

photograph grant specific permission. FSGC Form A allows for such use. If a 

parent requests that photographs be removed, church personnel must comply. 

 

 Only information that is general knowledge (information about the school, for 

instance) should be posted online. Facebook® is not the place for email 

addresses of coaches or teachers or personal information about young people. 

 

 School alumni associations that use Facebook® for fundraising and 

announcements should follow these same guidelines. 
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AUP: Photographs and Audio, Video Recording 

 

Church personnel are not permitted to send or take photographs or video with 

employer-owned technology or PTD on employer property or at parish, school, or 

diocesan events without advance permission from legitimate authority. 

 

Web cams are permitted for use in a safe and appropriate manner.  

 

Devices capable of capturing, transmitting, or storing images or recordings may never 

be accessed or operated in restrooms, dressing rooms, sleeping areas, or other areas 

where there is a reasonable expectation of privacy.  

 

AUP: Commercial and Political Use 

 

Church personnel may not use employer-owned technology to sell, purchase, or 

barter any products or services for personal gain. Church personnel who are 

engaged in fund-raising campaigns for parish or school-sponsored events and causes 

must seek permission from their supervisor before using employer-owned technology 

resources to solicit funds for their event. 

 

The use of employer-owned technology (including Internet access) for political use has 

the potential to compromise the integrity of the employer and the non-profit status of 

the institution or organization. Therefore, political use of employer-owned technology is 

prohibited without prior, specific permission from your supervisor (as in the case of a 

letter writing campaign supporting specific funding for schools or opposing 

legislations that is contradicted by our Catholic faith).   

 

AUP: Use of Logos and Mascots 

 

Out of respect for a parish or school’s reputation for excellence, church personnel 

may not use the parish or schools name, logo, mascot or other likeness or 

representation on a non-parish/school website without express permission from 

legitimate authority. This also includes listing a school or parish name, or the names 

of students and other church personnel on a social networking profile, a dating 

website profile, or a rating website. 
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Part Six – School Specific Policies 
 

While it is advisable for all parishes and diocesan offices and organizations to follow 

these guidelines, this section includes specific mandates for Catholic Schools in the 

Diocese of Wilmington. For the purpose of this section, there is no difference between 

employee and Church personnel. 

 

Filtering 

 

Schools must adhere to the requirements set forth by the United States Congress in the 

Children’s Internet Protection Act.  This means that all access to the Internet is filtered 

and monitored.  The parish cannot monitor every activity, but retains the right to 

monitor activities that utilize parish-owned technology. 

 

By filtering Internet access, we intend to block offensive, obscene, and inappropriate 

images and content, including pornography. 

 

School Provided Technology 

 

If wireless Internet is provided, it must be protected by a password.  If you desire to 

connect your laptop or hand-held device to the Internet, you must contact a member 

of the Technology Department.  Unauthorized access is forbidden. 

 

Users must log off when they are finished using a computer. Failing to log off may allow 

others to use an account, and schools are not responsible for any activity that occurs 

through a personal account.   

 

Employees are responsible for unauthorized use of their technology account. 

 

Unless required for educational purposes, foreign language websites cannot be 

accessed using school technology (since such sites are often impossible to block using 

English language based filters).  

 

Use of Recording, Video, and Photography 

 

Recording devices or similar data capturing devices may not be used on campus 

unless the user is affiliated with the photography, yearbook, or newspaper programs or 

prior permission has been given by the school administration. 

 

Employees are not permitted to access from a school-owned computer or through the 

school’s technology any photography-sharing websites including, but not limited to, 

Photo Bucket, Webshots, Flickr, and Fotki except within an academic exercise.  
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Online Communication 

 

Employees are not permitted to access from the school’s technology any instant 

messenger services including, but not limited to, AOL, AIM, Skype, Yahoo! Messenger, 

MSN Messenger, and Gtalk, except within an academic exercise or as a means of 

communication with school or parish staff. 

 

Download and File Sharing 

 

Unless permission is granted by the IT Department or school administration, employees 

may never download, add, or install new programs, software, or hardware onto school-

owned computers.  Downloading sound and video files onto school-owned computers 

is also prohibited. This prohibition applies even if the download is saved to a removable 

hard drive. 

 

Computer Settings 

 

Church personnel are only allowed to alter, change, modify, repair, or reconfigure 

settings on school or parish-owned computers with the express prior permission of 

legitimate authority.  This includes deleting cookies and history and re-setting the time 

and/or date on the computer. 

 

Church personnel are not permitted to alter, change, modify, repair, or reconfigure 

settings on their own computer or other technology device with the intent to hide 

unacceptable or illegal use of their own devices.  This includes deleting cookies and 

history and re-setting the time and/or date on the computer. 

 

Church personnel may not circumvent any system security measures.  The use of 

websites to tunnel around firewalls and filtering software is expressly prohibited.  The 

use of websites to make a user anonymous is also prohibited. The use of websites, 

both domestic and international, to circumvent any diocesan, parish, or school 

policy is prohibited.  Church personnel may not alter the settings on a computer in 

such a way that the virus protection software would be disabled. Church personnel 

are not to access any secured files, resources, or administrative areas of the employer 

network without express permission of the proper authority. 
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Part Seven – Prohibited Online Activity 
 

Church Personnel may not utilize any technology to harass, demean, humiliate, 

intimidate, embarrass, or annoy any individual.  This is unacceptable behavior and 

will not be tolerated.  Any behavior, on or off-campus, that is determined to 

substantially disrupt the safety and/or well being of others is subject to investigation. 

This list is not intended to be exhaustive; rather, it is a guideline to demonstrate what 

kinds of behaviors will not be tolerated.  

 

 Posting or accessing pornography or other offensive legal or illegal material, 

including hate literature, defamatory, libelous, offensive or demeaning material, 

 

 Engaging in inappropriate behavior, including but not limited to engaging 

minors in overly sexual dialogue or sending inappropriate pictures to minors, 

 

 Disclosing confidential information of any kind,  

 

 Discussing or showing pictures of minors online in an inappropriate manner,  

 

 Engaging with any minor in a way which could be considered a peer-to-peer 

communication, 

 

 Accessing from employer-owned technology any rating or dating websites, 

 

 Sending chain letters or spam,  

 

 Playing computer games on employer-owned computers, unless part of an 

academic exercise or officially sanctioned event (i.e., a class, religious 

education class, or youth ministry event), 

 

 Purposefully spreading or facilitating the spread of a computer virus, 

 

 Downloading or installing new programs, software, or hardware onto 

employer-owned computers with the exception of routine software updates, 

without expressed permission of legitimate authority,  

 

 Illegally downloading sound and video files or engaging in illegal file sharing 

on employer-owned computer or networks, 

 

 Accessing social networking sites from Personally-owned Technology Devices 

while actively serving as a supervisor for young people, 

 

 Claiming or implying that someone else’s work, image, text, music, or video is 

your own, 

 

 Pretending to be someone else online or using someone else’s identity without 

express permission from that person. 



Technology in Ministry: An Addendum to Ethical Standards for Church Personnel 

 

 

 © 2012 Catholic Diocese of Wilmington, Page 18 

Part Eight – Technology Best Practices 
 

This statement is intended to be a set of guidelines for best practices for educators, 

teachers, administrators, staff members, and employees and how they interact with 

each other and the wider community online.  

 

The best rule when communicating online is "when in doubt, don't post (or send or 

publish, etc.)." There is no effective way to erase digital content. Once information is 

posted on the Internet, it should be treated as if it were going to last forever.  

 

Therefore, this section is intended to help parish and diocesan leaders understand how 

following some basic guidelines and best practices can keep those who use 

technology and those served by technology safe, secure, and informed. 

 

Supervision 

 

All parishes should have one person on staff designated as the “legitimate authority” 

when it comes to granting permission for the use of employer-owned technology. This 

person should have a general knowledge of technology and how it can be used in 

ministry. 

 

Filtering 

 

If diocesan or parish offices utilize a server to manage Internet connectivity, a filter 

should be in place to monitor all access to the Internet.   

 

If Internet access is appropriated on a per-machine basis (i.e., each computer has an 

individual Internet connection), those computers should have antivirus software 

installed to block offensive, obscene, and inappropriate images and content, including 

pornography. 

 

Wireless Access 

 

If wireless Internet is provided, it should be protected by a password. 

 

Users should log off when they finish using a computer. Failing to log off may allow 

others to use an account, and church personnel would bear responsibility for any 

misuse on individual accounts that results.  

 

Church personnel are responsible for unauthorized use of their technology account, 

including access by children, spouses, or significant others. 
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Antivirus Software 

 

All computers that access the Internet should have up to date antivirus software 

installed. Computers should be scanned for viruses using this software at least once per 

month. 

 

Archiving Electronic Communication 

 

In 2006, the U.S. Supreme Court's amendments to the Federal Rules of Civil Procedure 

created a category for electronic records that, for the first time, explicitly named emails 

and instant message chats as likely records to be archived and produced when 

relevant. This means that if a school, parish, or diocese is sued, any emails or IMs are 

discoverable within the litigation process. 

 

Parishes, Schools, and Diocesan organizations should follow these guidelines: 

 

 Communication between young people and Church Personnel should be 

archived for a period of at least one year.  

 All communication between a parent and teacher regarding the progress or 

discipline of a student should be archived for a period of at least one year.  

 After a period of one year, any emails should be purged so long as above 

policies have been followed and there is no active litigation.  

 

It is up to local parishes and schools to determine how to best follow these archival 

policies. 

 

Sexting: A New Phenomenon 

 

Church personnel must communicate the moral and legal ramifications of “sexting” to 

the young people they serve as well as their parents. Because this is a relatively new 

activity, there are not many laws pertaining directly to sexting. But the laws on child 

pornography in our nation are clear, and when nude photos of minors are 

electronically distributed, whether over the Internet or via cell phone transmission, 

senders and recipients are potentially looking at serious penalties, including jail time 

and felony charges. Parents who provide cell phones to their young people are 

potentially liable in such cases, depending on state laws, evidence and other factors. 

 

In Maryland, sexting can result in charges of felony sexual exploitation of a minor and 

creation, possession and distribution of child pornography. In Delaware, sexting can 

result in possible charges of sexual misconduct with a minor.  
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Part Nine – Violations and Liability 
 

Violators of technology policies will be provided with notice and opportunity to be 

heard in the manner set forth in the Employee/Faculty Handbook, unless an issue is so 

severe that notice is either not possible or not prudent in the determination of the 

employer or its administrators.   

 

The Diocese of Wilmington and its organizations and institutions cooperate fully with 

local, state, and/or federal officials in any investigations related to illegal activities 

conducted on parish property or through parish technologies.  The employer reserves 

the right to confiscate PTDs that are in violation or used in violation of stated policies. 

 

If inappropriate information is accessed or sent to you, you should immediately tell a 

supervisor or other legitimate authority so as to prove you did not deliberately access 

inappropriate information. 

 

If you witness someone else either deliberately or accidentally accessing inappropriate 

information or using technology in a way that violates this policy, you must report the 

incident to a supervisor as soon as possible.  Failure to do so could result in disciplinary 

action. 

 

The employer retains the right to suspend service, accounts, and access to data, 

including employee files and any other stored data, without notice to the employee if it 

is deemed that a threat exists to the integrity of the employer network or other safety 

concerns of the employer. 

 

Liability 

 

The employer cannot and does not guarantee that the functions and services provided 

by and through our technology will be problem free.  The employer is not responsible for 

any damages Church personnel may suffer, including but not limited to, loss of data or 

interruptions of service. The employer is not responsible for the accuracy or the quality 

of the information obtained through parish technologies. The employer is not 

responsible for one’s exposure to “unacceptable" information nor is the employer 

responsible for misinformation. The employer is not responsible for financial obligations 

arising through the use of employer technologies. 

 

The employer is not responsible for any damages, injuries, and/or claims resulting from 

violations of responsible use of technology.  
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Part Ten – Glossary of Terms 

Bandwidth – Bandwidth is a measure of the amount of data that can be transmitted in 

a fixed amount of time. 

Cyber-Bullying - Cyber-bullying is when someone sends derogatory or threatening 

messages and/or images through a technological medium in an effort to ridicule or 

demean another.  Cyber-bullying also takes place when someone purposefully 

excludes someone else online and when someone creates a fake account or website 

criticizing or making fun of another. 

Church Personnel - As outlined in For the Sake of God’s Children, the following are 

included in the definition of church personnel.  

 

The Bishop and all who share in his ministry:  

 Priests incardinated in the Diocese of Wilmington. 

 Priests who are members of Religious communities (e.g. Oblates, Franciscans, 

Jesuits etc.) assigned to the Diocese.  

 Priests of other jurisdictions who minister within the Diocese; retired priests, or 

others who have been granted canonical faculties to do part-time or supply 

ministry.  

 Deacons incardinated in this Diocese; permanent deacons with canonical 

faculties to function in this Diocese and those retired and living in the Diocese. 

 Seminarians, those enrolled in the Permanent Diaconate Formation Program, 

and those in the formation programs of religious congregations. 

 Men and women Religious working and living in the Diocese, its parishes, schools 

or agencies, living in the Diocese of Wilmington and working elsewhere, retired 

and living in the Diocese of Wilmington, living in the Diocese but working 

elsewhere.  

 All paid personnel whether employed in areas of ministry or other kinds of 

services provided by the Diocese, it’s parishes, schools or other agencies.  

 All volunteers. This includes any person who enters into or offers himself/herself for 

a Church-related service. 

 

Employer - For the purposes of this document, the term “employer” refers to any parish, 

school, office, or department of the Catholic Diocese of Wilmington.  

 

Hate Literature - anything written with the intention to degrade, intimidate, incite 

violence, or incite prejudicial action against an individual or a group based on race, 

ethnicity, nationality, gender, gender identity, age, religion, sexual orientation, 

disability, language, political views, socioeconomic class, occupation, or 

appearance (such as height, weight, and hair color). 

 

Internet – The Internet connects millions of computers together globally, forming a 

network in which any computer can communicate with any other computer as long as 

they are both connected to the Internet. 
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Legitimate Authority - A school, parish, or diocesan employee with the authority to grant 

explicit permission for specific actions. 

Minor – Anyone under the age of 18 or who is still a registered student at a high school 

or in parish youth ministry/religious education activities in the Diocese of Wilmington. 

Network – The school, parish, or diocesan network is defined as our computers and 

electronic devices such as printers, fax machines, scanners, etc. that are connected to 

each other for the purpose of communication and data sharing. 

Personally Owned Device/User – For the purposes of this policy, personally-owned 

device user refers to anyone who utilizes their own technology on property owned or 

controlled by a school, parish or the diocese or at a school, parish or diocesan- 

sponsored event. A personally owned technological device is any device owned by a 

student, faculty member, staff member, parent or guardian, or visitor.  

Sexting - (a combination of the words sex and texting) is the act of sending sexually 

explicit messages or photos electronically, primarily between cell phones. 

Social Media - Social media are works of user-created video, audio, text or multimedia 

that are published and shared in a social environment, such as a blog, wiki or video 

hosting site. 

Technology – Under this policy, technology is a comprehensive term including, but not 

limited to, all computers, projectors, televisions, DVD players, stereo or sound systems, 

digital media players, gaming consoles, gaming devices, cell phones, personal digital 

assistants, CDs, DVDs, camcorders, calculators, scanners, printers, cameras, external 

and/or portable hard drives, modems, Ethernet cables, servers, wireless cards, routers 

and the Internet. Employer-owned Technology refers to all technology owned and/or 

operated by the school. This includes Internet access, computers, printers, etc. School-

owned Technology refers to all technology owned and/or operated by the school. This 

includes Internet access, computers, printers, etc. 

Virtual – For the purposes of this policy, virtual refers to technology used outside the 

presence of gathered, face-to-face experiences; not physically present but made by 

software to appear to be present. 

User – For the purposes of this policy, user is an inclusive term meaning anyone who 

utilizes or attempts to utilize, whether by hardware and/or software, technology owned 

by schools, parishes or the diocese.  This includes students, faculty members, staff 

members, parents or guardians, and visitors. 

 

 


